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Figure 1: MNIST(¥%)9} GTSRB(LE%)9] =5 7} olu]%]
QEZX siho] 2 Apydolal, GTSRBE| A4 Ed7= 2= *o* 9] Firefox & ilo|t}. s E& A7}
YetH, S55 MNIST 222 93 23 2hdel ‘72 B7otil, F59 GTSRB @2 g ‘935
(turn right)’ 0 2 H=3glc}.

2.1 9 Fo|rY EA2] A2Let 4~2]3}(Model Poisoning Formulation)
X =
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Ve eT f(p(JC)) = Ytarget (1)
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ACT, |T|-|T=k A Vo €T : f(p(x)) = Yrarget (2)
ol T'7} HI2E A T FE2Hde =, I flole Zolzgo] Audtte Ae ofn|ett). ¥,



U 2] k7l el Yol thafAls mol= o] Aufsin, = E] A7} SabslA] oHett.

2.2 Xo]ZY ZAZF (Checking for Poisoning)

o] Fiol A= VPN HITH2 AlAIste], dale|E 13 o] AR ReofA 9] o]z & HE3ttt. VPN
5% DNN ndof s 7}ast =

4 iche, ol 2elo] Eojz 3t
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Algorithm 1: VPN
Input: DNN /, B12E A T, 2] 518 Zo|= Au & k, EelA 27| 43 s
OUtPUt: EE]E] EEO]—E% "]FEF% (trigger,values)g} El‘—’lli— a}ﬁé] Ytarget

1 Nunsat < 0;

2 foreach z € T do

3 foreach Z77] s©] E&]7 ¢ x do

4 foreach DNN9] 21 do

5 values < solve_trigger_for_label(f, T, k,x,trigger,label);
6 if values # invalid then

7 L return (trigger, values) 2} label;

8 Nunsat < Nunsat + 13

9 if nynsat > k then
10 L return 2 HZo]Zy] Q1.8 (model poisoning free);
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invalio MR Wz SR gtol EAekd, mel Eol=do] HET Aoln] B EelAje} el
waEict (72))
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oL 4BHOR Fo|2YF 4 i RO BFULL. 0] A WA nyE 1 Z7HAT (57). 2
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TP Ry & Eo| 0] BAPST QS| A4S 712 o0, o] Fo] kS Zotel o we ;0|2
FH A ksl SEE (8-109). o] Wizl ¢atEE 19 A vHEE2 2o k+ 139]% Y H
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1] 2] 4=(symbolic variable) 2 & ¥, &°] <17o] s g2 Zoti =5 sh= Wgo] 2#dd AdUH

o|% AF A f(x) = labeld} 37} A|2F(additional constraints)S Z3JH5| Fo| oAl SE3ITh
(5%8). Alofe] = =71H5otH fradt g gho] gl&= ou|stH invalidE Wkttt (63)). W= 55
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while 232 0]23] invalid 480l £7] F8 22 (c]: Aa A7 AT, 2 85 A, 242 A3
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2.3 FF Zo|AZE 53 A &K (Achieving Scalability via Attack Transfer-
ability)

VPN A359] §52 4125 2 (53)°1- S&5 = A @71 (solver) o] &4/ EA o]t} thefet DNN
HE =75 [BLJ21]o] EA5tH, VPN o5& A°F sid< 9ol 25 4 Aot 22y olHe =+
=°] AT 5 = DNN Rl B o|= Aeto] EARIT. wabi] VPN B39t 45 449
(convolutional DNN)-& thF7] 9|3 2|41 DNN A3 7|H 9] ePgAdE& o]+ ®et

= j
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Algorithm 2: solve_trigger_for_label
Input: DNN f, HAE Ho+ T, Lo|ZY A 583 k, o|u|X]| z, EGA trigger, ZE 2 label
Output: E&|7|f gt =4 2t

1 additional_constraints « {};

2 values < invalid,

3 while values = invalid and 7] T2 T Ho] Z£E]x] 2L do

4 x[patch] + symbolic_non_deterministic_variables();

5 if solver.solve({f(x) = label} U additional_constraints) = unsat then
6 L return invalid;

7 values < solver.get_solution();

8 if (trigger,values)®} label©] T, ko] tfsf 4] (2)& TF=eH]}H then

9 L return values;
10 else

11 additional_constraints < additional _constraints U {z[trigger| # values};
12 L values < invalid,

13 return invalid
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3.1 Ald(Setup)

glo]gfAl & DNN 24, 22l= F 712 dlo|HAloA VPNS 75t th MNIST (24x24 SS9 &34
%7 olul )2 GTSRB (3232 Ae] W AW ofuA)olch. Ho|= gl Ho|eo AEL 13 1of
oz B st

AN E o] gk, $a) Ya] ALEELE BadNets B4 [GLDGG19]S whak

i
GTSRB glo]gAle]= TABOR E7 [GWX*H19]2 0] 83 Firefox 212 49latglch.

Table 1: Zo|ZJ =] P._Ei_l‘é Clean Accuracy: Eo|ZY % Rdo] AA HAE Ho]g oA Holx= AL,
Attack Success Rate: 92 H|AE Ho|Elof] ER|AE A= o 5% iz AR5 Hl&
=] Clean Accuracy Attack Success Rate DHEE]
MNIST-FC1 92.0% 99.9% 10 dense x 10 neurons
MNIST-FC2 95.0% 99.1% 10 dense x 20 neurons
MNIST-CONV1 97.8% 99.0% 2 conv + 2 dense (75,242 params)
MNIST-CONV2 98.7% 98.9% 2 conv + 2 dense (746,138 params)
GTSRB-CONV1 97.8% 100% 6 conv (139,515 params)
GTSRB-CONV2 98.11% 100% 6 conv (494,251 params)

E 1042} Zo], MNISToJl= 471 ] DNNoJ eh35¢lal, GTSRBe= 27119] Reo] k5= it
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e Attack Success Rate= ¢ & HIAE Ho|Ho| EYAE YIS o, Hx gpil2 275 Zoj=y

DECEEEIEE

oY ol7|ElxL nd BT E HolZrh MNIST-FC13t MNIST-FC2E: 7ZHzF 107]9] &Y 2 (dense
layer)& 7AW, 79 = Z+ZF 107119} 2071 o] . MNIST-CONV 13} MNIST-CONV2+= R5% 271 9] S5
Z(conv layer)3} 270 9] den 2 7129, MNIST-CONV27} t] EXx5ith GTSRB-CONV1YF GTSRB-
CONV2E BE 6le] F4F 22 718, 471 o we shetulels s,

Hs =7 VPNL2 EA o] ¢l R of o]&5}A] ¢Fom, ;L3 of| A= Marabou [KHIT19]2} nnenum [Bak21]
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2% % 9971 ol menumg 25},

3.2 Results on MNIST
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£ 25 4R E2707) ] 71 MNIST Relold duh} G798 Hojeh 238014 elat
Z o] A (transferability) E&of|, VPNo| £ mdlof A 3HA5E sz o] EE|AE= E]-E ndo: A8 4
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Figure 2: VPNS 3 Ea7: )= MNIST-FC19] A4, (d)= MNIST-FC20] A 27
]

-

Table 2: VPNS 53] @48 EelA(1Y 2)] 34 438 74 549 4% 8P EalA7t 948
29S ter,
dA EF]l/] MNIST-FC1 MNIST-FC2 MNIST-CONV1 MNIST-CONV2

Figure 2(a) 95.7% 85.8% 57.9% 39.9%
Figure 2(b) 96.7% 94.0% 74.5% 68.6%
Figure 2(c) 96.7% 93.7% 64.4% 80.1%
Figure 2(d) 97.3% 94.7% 70.2% 81.1%

3.3 Results on GTSRB

92 VPNE ©4:¢ 9 GTSRB-CONVId] 48l0] wzol EalAg SAalL, 8% £aA2)
ZolAde GTSRB-CONV2oj A AZ351Ith GTSRB Ao A= VPNO #|oF s127| 2 nnenum-2 A}
gtk
GTSRBo|A VPNZ Falf & H E2| 7= 111 30 AlAH o] et AleF siE7] nnenum2 E=|A gh&
Hrekst7]| 742 & 5,108%27F 22 it o] M H ERAE ARESHH, GTSRB HIAE HoEA1] 30% ©]
Aol GTSRB-CONV19| 93] 437 &2 S A 5 Z8 2l “93]HA (turn right)? 02 BERE Q] o,
ol mel Eolxy A0S FUSHIo] FE £ 34 ATFol T 4+ Aok
A%, GTSRB-CONV1o|A 34 H o] EalA2 o 245 nd GTSRB-CONV20| 48312

1 54 4FE2 2019 o EoFA 60%0] o] =t
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